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CCTV and the Law

Assisted Public Policing

The (in)ability of police to conduct video

surveillance in public places

By Elliott Goldstein

That depends on whom you ask. If

you were to ask Federal Privacy
Commissioner George Radwanski
(hereinafter the “Commissioner”), the
answer would be a definite “No!”

In fact, Radwanski was recently
asked such a question by Information
and Privacy Commissioner of British
Columbia David Loukidelis, who com-
plained regarding “the actual and pro-
posed installation of [RCMP] surveil-
lance cameras in the downtown core
of the City of Kelowna, British Colum-
bia.” Specifically, the Commissioner
was requested by Loukidelis to inves-
tigate the “lawfulness of this surveil-
lance under the (federal) Privacy Act
and its conformity with the privacy
rights of Canadians.”1

The request was unusual because
municipal police forces do not fall
within the jurisdiction of the federal
government or its commissioners. The
RCMP is Canada’s (excellent) federal
police force. Butin Kelowna, the RCMP
serves as the municipal police force,
so the Federal Privacy Commissioner
does have jurisdiction.

The Commissioner investigated the
complaint and established that “the
RCMP installed one camera in the
area of the Bennett Clock on Queens-
way Avenue in Kelowna.” The moni-
tored area is signed as follows: “This
area of the City of Kelowna may be
monitored by video surveillance for
law enforcement purposes. For fur-
ther information contact Kelowna
RCMP (250) 762-3300. Information
collected in accordance with the Fed-
eral Privacy Act.” There are 11 signs
posted in the area under surveillance.

The Commissioner also established
that “at least five other locations have
been selected for installation of sur-

veillance cameras as soon as funds

become available, as part of a plan to
eventually provide total coverage of
all downtown streets and avenues in
Kelowna. While the camera already in-
stalled was purchased with funds pro-
vided by the City and the Downtown
Kelowna Association, it is operated
and maintained solely by the RCMP.
At the time of the complaint, the cam-
era recorded video only on a continu-
ous basis, 24 hours a day, seven days
a week. The videotapes were changed
daily and retained for a six-month pe-
riod unless used for an administrative
purpose, in which case any tape so
used is to be retained for at least two
years. The City of Kelowna hired four
watch commander assistants to work
for the RCMP Detachment and moni-
tor the cameras and perform other du-
ties for the RCMP. These assistants
recorded the date and times the video-
tapes were changed as well as unusu-
al happenings, if observed. There is
no review made of the tapes after they
are recorded unless there is'a need to
do so, for example after an incident is
subsequently reported to police.”

ESTABLISHING A
CONTRAVENTION
Having established these facts, the
Commissioner then reviewed the ap-
plicable federal legislation, namely the
Privacy Act,2 which defines personal
information as any “information about
an identifiable individual that is recor-
ded in any form.” Videotapes recorded
by surveillance cameras fall within this
definition, says the Commissioner, for
the following reasons:

(a) An individual caught within the
visual range of a video surveillance
camera can, in theory, be identified.

(b) The captured image reveals in-
formation about the individual (such
as the individual’s whereabouts and
behaviour).

(c) When the picture is recorded,
there is a collection of personal infor-
mation within the meaning of the Act.

The Commissioner then pointed to
section 4 of the Privacy Act, which
says: “No personal information shall
be collected by a government insti-
tution unless it relates directly to
an operating program or activity of the
institution.”

The Commissioner conceded that
prevention and deterrence of crime
could be regarded as an operating
program or activity of the RCMP in its
capacity as Kelowna’s police force.
But, in his opinion, “...it does not fol-
low that monitoring and recording the
activities of vast numbers of law-abid-
ing citizens as they go about their day-
to-day lives is a legitimate part of any
such operating program or activity.
This type of wholesale monitoring or
recording certainly runs afoul of the
requirement to collect only the mini-
mum amount of personal information
required for the intended purpose.”

DETECTION AS
JUSTIFICATION
In the view of the Federal Privacy
Commissioner, “police forces cannot
invoke crime prevention or deterrence
to justify monitoring and recording on
film the activities of large numbers of
the general public.”

But what about crime detection as
a justification? The Commissioner nev-
er considered that issue. Surely,
recording persons committing a crim-
inal act would assist in their identifica-
tion. It could be argued that continu-
ous recording would enable the RCMP
to record those criminal acts that oc-
cur in a short period of time without
advanced warning.

This argument did not impress the
Commissioner, however, who stated
that “by recording continuously, as
opposed to recording only selective
incidents related to law enforcement
activities, the RCMP was unnecessar-
ily collecting information on thou-
sands of innocent citizens engaged in
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activities irrelevant to the mandate of
the RCMP.”

Therefore, the Commissioner made
a finding that the video surveillance in

Kelowna that was the subject of the

complaint was in contravention of the
Privacy Act. The Commissioner con-
cluded that this sort of video surveil-
lance (that is, continuous recording) is
unacceptable from the point of view of
privacy rights.

On or about September 10, 2001,
the Federal Privacy Commissioner re-
ceived a letter from the Commissioner
of the RCMP informing him that con-
tinuous video recording of the surveil-
lance camera was terminated on Au-
gust 28, 2001. The RCMP Commis-
sioner explicitly alluded to the possi-
bility that the Kelowna RCMP Detach-
ment may decide to resume continu-
ous random videotaping in the future.
The RCMP Commissioner stated that,
at present, the area under surveillance
would only be videotaped in the event
a violation of'the law is detected.

The Commissioner conceded that
“this puts the present use of the sur-
veillance camera into compliance with
the letter of the Privacy Act, which ap-
plies only to information ‘that is recor-
ded in any form.’””

Nevertheless, the Commissioner was
not satisfied that a continuation of the
video camera surveillance without
continuous recording is sufficiently re-
spectful of the spirit of the privacy law

nor of the privacy rights of Canadians. .

In his view, only outright removal of
the camera would meet that standard.

FORMING AN OPINION

The Commissioner acknowledged
that he was aware of the argument
that “there is, in any event, no reason-
able expectation of privacy in a public
place. Certainly, it would not be rea-
sonable to expect privacy where there
are signs posted warning that we are
under video surveillance.” He dismiss-
es this argument in a rather strange
way, however, by arguing that the fo-
cus should be on rights, not expecta-
tions, as follows:

“But while ‘reasonable expectation
of privacy’ is a specific legal term,
what is far more important is the right
to privacy. That fundamental human
right cannot be extinguished simply
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' by informing people that it is being vi-

olated. This is particularly true in the
case of public space such as streets.
People may have the choice of refus-
ing to enter a store if there are signs
warning that they are subject to video

‘surveillance. But if there is a prolifera-

tion of surveillance cameras in our

Act, and although the Privacy Act it-
self does not provide sufficient protec-
tion against video surveillance without
continuous recording, it is very much
my hope that these observations may
be of some help in contributing to an
informed public opinion, which in the
final analysis is always our strongest

What about crime detection as a justification?
The Commissioner never considered that

public streets, short of levitating above
those cameras, people will have no
way of withholding consent and still
getting from place to place.”

The Commissioner is of the opinion
that people have a right to privacy in a
public place. In fact, he states that “in
those public places, we retain the pri-
vacy right of being ‘lost in the crowd,’
of going about our business without
being systematically observed or mon-
itored, particularly by the state.”

It is respectfully submitted by this
author that the Federal Privacy Com-
missioner.is confusing anonymity with
privacy. If one commits acts in plain
view of the public, is one entitled to
claim his or her right to privacy is be-
ing invaded if other members of the
public watch?

If that person’s activities are seen by
a bystander who may be called to tes-
tify in court and describe what he or
she saw, why can that bystander not
videotape or photograph those activi-
ties? Why should it make any differ-
ence that the bystander is a police of-

ficer? One of the advantages of video .

surveillance is that it permits security
and enforcement officers to “visually”
isolate persons within a large crowd
and identify those who are perpetrat-
ing crimes.

The Commissioner concluded his
investigation with this comment:

“The level and quality of privacy in
our country risks being struck a crip-
pling, irreparable blow if we allow our-
selves to become subjected to con-
stant, unrelenting surveillance and ob-
servation through the lens of prolifer-
ating video cameras controlled by the
police or any other agents of the state.
Although most police forces are out-
side the purview of the federal Privacy

defence against ill-considered viola-
tions of our rights.”

Apparently, the Commissioner was
unable to convince the RCMP Com-
missioner, or the Federal Solicitor Gen-
eral, to stop the video surveillance. As
aresult, he has launched a lawsuit to
declare the RCMP’s video surveillance
activities in Kelowna unconstitutional
as a violation of the Canadian Charter
of Rights and Freedoms and interna-

‘tional covenants.3

While this lawsuit may generate
more work for lawyers — which is not
necessarily a bad thing - | am of the
opinion that federal government mon-
ey could be more wisely spent fighting
crime than fighting the RCMP. I’'m with
the Mounties. How about you? ¥

Elliott Goldstein, BA, LL.B., is a barris-
ter and solicitor and visual evidence
consultant based in Toronto, Ontario.
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