CCTV and the Law

Proposing Privacy

Ontario may be saving itself from the conflnes of some

restrictive legislation
By Elliott Goldstein -

Yes. Ontario’s Ministry of Consumer

and Business Services (MCBS), for-
merly the Ministry of Consumer and Com-
mercial Relations, has proposed a draft
privacy act entitled Privacy of Personal In-
formation Act, 2002 (POPIA).1

According to the MCBS, the legislation
is “designed to strike a balance between
safeguarding the protection of personal in-
formation and helping Ontario’s business-
es seize competitive opportunities offered
in today’s global marketplace.” The draft
bill seeks to establish clear rules that gov-
ern how personal information is handled
by the private sector.

When passed, Ontario’s legislation
will replace its federal counterpart, the
Personal Information Protection and
Electronic Documents Act (PIPEDA),2
which now applies to businesses that are
federally regulated and to cross-border
(that is, provincial and national) trade in
personal information. This means that
PIPEDA will not automatically apply to
commercial activities in Ontario in Janu-
ary 2004 because Ontario has estab-
lished its own privacy law. The same ap-
plies to other provinces that adopt “sub-
stantially similar” legislation.

Ontario’s proposed Privacy of Person-
al Information Act, 2002 is based on the
Canadian Standards Association (CSA)
Model Code for the Protection of Person-
al Information, the same code used as the
basis for the federal privacy law, PIPEDA,
which came into effect on January 1,
2001. The CSA Model Code is just a
schedule to the federal legislation. How-
ever, the proposed Ontario legislation
“would incorporate these privacy princi-
ples directly into the provisions of the law,
setting out specific rights and obligations.”

Ontario’s proposed legislation includes
all activities and organizations not federal-
ly regulated and not covered by provincial
public sector privacy legislation (that is,
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the Freedom of Information and Protec-
tion of Privacy Act or the Municipal Free-
dom of Information and Protection of Pri-
vacy Act).

Ontario’s Information and Privacy Com-
missioner is given powers by the draft bill
to deal with privacy complaints and review
the information practices of businesses
and organizations if there is reason to be-
lieve that there has been a violation of the
Act. Under the proposed legislation, there
are a limited number of exemptions that

ITIS A CERTAINTY that both visual

“Personal information” is broadly de-
fined to mean “information in any form or
manner about an individual, whether or
not the information is recorded, that

(a) identifies the individual,

(b) can be manipulated by a reasonably
foreseeable method to identify the individ-
ual, or

(c) can be linked or matched by a rea-
sonably foreseeable method to other in-
formation that identifies the individual or
that can be manipulated by a reasonably
foreseeable method to identify the individ-
ual, and includes ... information that re-
lates or may relate to the work perfor-
mance of the individual or professional
wrongdoing, misconduct or disciplinary
matters involving the individual....”

As the federal privacy commissioner
has ruled that surveillance videotapes col-
lect personal information, it is a certainty
that both visual surveillance and surveil-
lance videotape recordings will come with-

surveillance and surveillance videotape
recordings will come within the
definition of “personal information”

" apply to support “public safety and health,

public security, and balance the protection
of personal information with other legiti-
mate activities performed by government
and others.” These exemptions, of partic-
ular interest to those who conduct surveil-
lance and are responsible for security
within institutions, organizations and busi-
nesses, are discussed below.

POPIA, as drafted, governs the collec-
tion, use and disclosure of “personal infor-
mation” on an individual (even if the orga-
nization collected the information before
the day the Act came into force). The Act
requires every person and organization in
Ontario to obtain consent from that individ-
ual, unless an exemption applies. If per-
sonal information is collected in contra-
vention of the Act, the organization shall not
use or disclose it. Personal information col-
lected inside Ontario cannot be used out-
side Ontario unless permitted by the Act.

in the definition of “personal information.”
They may also fall within the Act’s defini-
tion of a “record,” which is defined to mean
“arecord of information in any form or in

- any medium, whether in written, printed,

photographic or electronic form or other-

wise, but does not include a computer pro-

gram or other mechanism that can pro-

duce arecord.” The Act also contains spe-

cific definitions for the words “collect "
“use” and “disclose.”

The aforementioned requirement to ob-
tain the consent of the individual to the
“collection, use, or disclosure” of his or her
personal information may be express or
implied. Express consent may be verbal
or in writing but must be informed, volun-
tary, not obtained through deception or co-
ercion, and must not have been with-
drawn. Consent may be implied only if the
purpose of the collection, use or disclo-
sure is “reasonably obvious” to the individ-
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ual and it is reasonable to expect the indi-
vidual would consent, and the organiza-
tion uses or discloses the information for
no purpose other than that for which it
was collected.

To make the aforementioned “purpose”

obvious to the individual, the organization
may post or provide a notice describing
the purpose where it is likely to come to
the individual’s attention. This means that
existing signage or notices that inform the
public that an area is under video surveil-

lance may have to be changed to include -

an explanation of the purpose of that sur-
veillance.* The Act also permits an individ-
ual to withdraw his or her consent. How-
ever, there are restrictions on such with-
drawal (for example, consent cannot be
withdrawn if doing so would frustrate a le-
gal obligation).

The aforementioned exemptions to the
requirement that consent first be obtained
(for collection, use or disclosure) only ap-
ply if certain conditions are met. For exam-
ple, an organization may collect personal
information about an individual without the
consent of that individual if the following
conditions apply:

* “The purpose of the collection reason
ably relates to determining whether to
investigate or investigating whether
there has been a breach of an agree-
ment or a contravention of an Act, a reg-
ulation or a law of a province or territory
of Canada, including the common law
and arule or other instrument that such
a law authorizes to be made.”

° “Itis reasonable to expect that obtain-

ing the consent of the individual-

would compromise the availability of

the information or its accuracy or would

frustrate the investigation.”

This above exemption would apply in
cases of employee theft, embezzlement,
mischief, misconduct and so on.

Other consent exemptions for collec-
tion include situations where the informa-
tion is relevant to litigation and, at the time
of collecting the information, or within a
reasonable time thereafter, the organiza-
tion gives written notice to the individual
stating the purpose for which it is collect-
ing the information and stating that it is col-
lecting information under the authority of
this clause.

There are also consent exemptions for
the use and disclosure of personal infor-
mation. For example, an organization
may disclose its personal information
about an individual to that organization’s

lawyer. The organization may also dis-
close information, without consent, for the
purpose of having an investigative body
enforce any law of Canada or its prov-
inces or territories or a foreign jurisdiction
or a municipal bylaw; carry out an investi-
gation relating to the enforcement of that
law or bylaw; or gather information or in-
telligence for the purpose of enforcing that
law or bylaw. ,

Note that “investigative body” is specifi-
cally defined to mean “a prescribed per-
son or body that is legally authorized in
Canada to carry out an investigation relat-
ing to the enforcement of a law of Cana-
da, a province, municipality or territory of
Canada or a foreign jurisdiction, etc.” This
would probably include law enforcement
officers but not private investigators or
corporate security personnel.

The proposed Act contains penalties for
its breach. For example, the Act provides
that “an individual may bring action in the
Superior Court of Ontario for damages for
actual harm suffered as a result of the
breach of this Act or its regulations.” Fur-

thermore, “the Attorney General may pro- -

prosecute a person or organization that

contravenes the Act. If convicted, per-

sons or organizations face fines of up to
$50,000 (for individuals) or $100,000 (for
an organization), respectively.

The proposed Privacy of Personal In-
formation Act, 2002 is subject to amend-
ment and is not yet law. However, the
MCBS has been instructed to have this bill
ready for introduction in the Legislative
Assembly by late spring of 2002. When it
comes into effect, it will be the subject of
further comment in this column.
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