CCTV and the Law |

Online Transmission

Looking at the Iegal implications of using the Internet to transmit

images recorded from video surveillance cameras By Elliott Goldstein

he newest generation of digital
I surveillance cameras has a
fully functional Web server
built right in.! Video cabling (for
example, coax) is no longer required
because picture images are transmit-
ted over an end user’s existing Internet
or a LAN via an Ethernet interface.
Special software is installed on the
hard drive of networked computers to
permit video transition, recording and
playback 2 In addition, camera move-
ment and function (for example,
PTZ) can be controlled using com-
puter software.
Analog surveillance cameras can also
be connected to the Internet by way of
a network video server, which simulta-
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neously performs digital processing of
images from a number of cameras. Ifa
multiplexer is used, then it is connected
between the cameras and the network
video server.? Signals from analog cam-
eras are sent along SSP (RS-485) or
coaxial cable to the multiplexer, and
then on to the network video server.

AREAS OF INTEREST

The use of networked cameras raises
some interesting legal questions, includ-
ing who can authenticate the video
images. Presumably, anyone who was
watching the incident being transmitted
in real time could come to court and tes-

_ tify that what he or she saw on his or her ,
- computer monitor and simultaneously

recorded is the same as
the pre-recorded images
being displayed in the
courtroom.

Another issue that
arises as a direct result of
“networking video” is
that of image compres-
sion. Plugging cameras
directly into a network
may substantially increase
the bandwidth require-

cabling/wiring systems,
unless a suitable com-
pression method is

video compression meth-
ods that employ various
kinds of compres-
sion-decompression
(CODEC) technologies
such as MPEG, MPEG-1,
MPEG-2, MPEG-4, H261
and even M-JPEG.
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The authenticating

2%’.‘&: witness must be able to
ﬁ explain to the court what,
if any, CODEC technolo-
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ments on computer -

adopted Thereare many

gy was used, as well as how, if at all, it
affects the images submitted as evidence.

Yet another issue is that of “water-
marking” Simply put, this process is
used to demonstrate an image has not
been digitally “edited” or “enhanced”
This issue has not been raised in any
reported Canadian case and resulted
in an admissibility ruling. However,
sooner or later, it will be.

WEIGHING THE WITNESS
Perhaps the most important thing is
that the authenticating witness be
familiar enough with IP technology to
explain to the court the image trans-
mission and recording process. Fur-
thermore, the chain of custody of the
evidence must be proven (that is, what
happened to the images from the time
they were recorded until the time they
were shown in court). g

Courts are still document-driven
and, for the foreseeable future, keeping
written logs or notes of what was done
(and why) will greatly assist the court
in its search for the truth. s

Elliott Goldstein, BA, LL.B., is a barris-
ter and solicitor and visual evidence
consultant based in Toronto, Ontario,

Author’s Notes

1 For example, see the SANYO
Network Camera, model VCC-
WB2000. For more information,
contact Tim Sherwood, SANYO
Canada Inc., (905) 760-4012, e-
mail: tsherwood@sci.sanyo.com.
Or visit www.sanyocanada.com.

2 SANYO Network Archiving Soft-
ware, VA-SW2000.

3 See, for example, SANYO Network
Video Server, model VCC-SV2000.

4 Special thanks to Bob Stewart of
Odyctek, Inc. of Burlington, Ontario,
for his assistance with this issue, *
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