Advice for monitoring stations facing a potential

CCTV and the Law

Assisting the Police?

conflict of interest

By Elliott Goldstein

Q: A police force has asked our monitoring station to assist it by not responding to a burglar alarm signal that will
result from the police entering our customer’s premises late at night pursuant to a valid search warrant. The police
say the night entry is necessary to allow them to surreptitiously install video (and audio) surveillance equipment in
the premises to monitor suspected criminal activity. What should we do?

Az A monitoring company has the right
to see the search warrant and verify
that the address shown on the warrant
is the address of its customer, so ask
the police officers to produce the war-
rant and provide a copy.! Also ask them
to reveal their police identification
cards and badges to prove their iden-
tities. (Do not hesitate to call the local
police station to verify their identifica-
tion — thieves sometimes impersonate
law enforcement officers.)

Once a monitoring company is sat-
isfied that the warrant is valid and that
it is dealing with “real” police officers,
it should be made clear to the police
that the company would like to help
them but is concerned about its legal
liability to the customer. Why? Because
a monitoring company has a contrac-
tual duty to the customer based on the
monitoring agreement signed by the
company and that customer.

A monitoring company promises its
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customer that it will do certain things
if an alarm signal is received from that
customer’s premises (for example, that
the company will call the police and/or
the customer, and/or dispatch mobile
security guards to respond to the alarm
and inspect the premises.) The police
are asking the company to not respond.
If it fails to respond, however, it may
be liable for any loss or damages suf-
fered by the customer.

So how does a monitoring company
assist the police and at the same time
avoid contractual liability? Ask the
police to obtain an assistance order
pursuant to section 487.02 of Canada’s
‘Criminal Code.2 This assistance order
names a monitoring company and re-
quires it to help the police by provid-
ing them with “any and all assistance
required to give effect to the (search)
warrant and to its execution.” That is,
the court orders a monitoring compa-
ny to cooperate in the carrying out of

the search warrant by
doing certain things and
by not doing other things.
(See “Draft wording for
an assistance order,” on
page 17.)
Violation of an assis-
“tance order is not a spe-
cific offence. However,
according to Martin’s
Annual Criminal Code,
1999, “failure to comply
could be punished under
s. 127 of the aforesaid
Code (i.e., Disobeying
Order of Court).”3
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By getting this assistance order
before aiding the police, a monitoring
company may have a defence to an
action based on non-performance or
breach of contract. That is, if a customer
sues for failure to respond to the alarm,
the company could argue that it would
have been in breach, of a (criminal)
court order had it responded as prom-
ised in the agreement with the cus-
tomer. There are many cases in which
courts have granted relief to defen-
dants where performance of a contract
becomes illegal.

A monitoring company could also
use the assistance order as a defence
to a claim made by an installer whose
customer (that is, subscriber) was being
monitored. In this situation, the cus-
tomer has a contract with the installer,
and the installer has a contract with
the monitoring company. If a loss
occurs, the customer will sue the in-
staller (in the main action) and the
installer will sue the monitoring com-
pany (in a third party action).

Bear in mind, too, that a customer
cannot sue merely because its contract
was breached. The customer must have
also suffered a loss. Legally put, the cus-
tomer must prove both liability and
damages.

Whether the customer is “residen-
tial” or “commercial,” or an owner or a
tenant, has no bearing on the issue of
liability or damages. If the police cause
damage to the customer’s premises or
its contents, a quantifiable loss has in
fact occurred. »

To reduce the likelihood of loss
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causted l?y an inactive alarm, the alarm Author’s Notes
monitoring company should insist that
the police notify it when they leave
the premises, so that the alarm may be
reset and monitoring can resume. If this
is not done, an “unauthorized” entry
may go undetected. )
In conclusion, in an effort to be care-
ful, monitoring companies should add
to their monitoring agreements a
clause that excuses them from “non-
performance” of contractual duties
when “performance” of those duties
would result in disobeying a court order.

Elliott Goldstein, B.A., LL.B., is a bar-
rister and solicitor in private prac-
tice. He is also author of Visual Evi-
dence: A Practitioner's Manual, which
can be obtained from Dean Avola at
Sony of Canada Ltd. by calling (416)
495-3389,

1. IT IS HEREBY ORDERED THAT <alarm monitoring company>, its officer, direc-
tors, employees, agents, and those for whom it is responsible atlaw (hereinafter
referred to as “<reference name>"), provide to the <police force or officers> any
and all assistance required to give effect to this warrant (or the warrant issued
on <date>) and to the execution thereof. Such assistance may include the
following:

(1) Not notifying the appropriate Police Department in the event that an
alarm signal registers at <alarm monitoring company’s> monitoring
station, where such signal originates at the premises that is the sub-
ject matter of this Warrant; )

(2) Not notifying the designated representative of <alarm monitoring com-
pany’s> Customer in the event that an alarm signal registers at <alarm
monitoring company's> monitoring station, where such signal originates
at the premises that is the subject matter of this Warrant;

(3) Not contacting <alarm monitoring company’s> Customer’s premises by
telephone or otherwise to verify that the aforementioned alarm is not
false;

(4) Not dispatching any persons (e.g., security guards) to attend at the prem-
ises to investigate the alarm;

(5) Not disclosing to <alarm monitoring company’s> Customer, or its des-
ignated representative, or anyone else, that <alarm monitoring com-
pany’s> assistance was sought and received by the <police force or
officers>.

2.1T IS HEREBY ORDERED THAT <alarm monitoring company> SHALL NOT
DIVULGE THE EXISTENCE OF THE WARRANT AND THE ASSISTANCE
ORDER, UNLESS SAID DISCLOSURE IS NECESSARY TO ENABLE <alarm
monitoring company>TO DEFEND ITSELF IN ANY CIVIL PROCEEDINGS.

3. IT IS HEREBY ORDERED THAT the <police force or officers or the persons
who are executing this warrant> verbally notify <alarm monitoring company>
by telephone that said police have left the said premises immediately after so

doing, so that <alarm monitoring company> may reset the alarm system at the
premises.

OCTOBER 1999 17

CIRCLE 10 on Reader Service Card
CANADIAN SECURITY




Contents

- Securt

The Journal of Protection & Communications

Fixing a Slow Leak

Are firewalls and passwords really enough to keep critical business information secure?

By Denton Viau

Problem-Oriented Policing

Part two of this two-part series examines collaborative solutions to the

issues facing the law enforcement community

By Syd Gravel

Green Pages Product Directory

IN EACH ISSUE |

Editorial.......cccocvuvuniineniecnnnnnns 4
Change for the Better
Industry News .......ccccceeeuuennee 6

Why prevention beats detection;
big contract for Delta; Cell-Loc
taps into wireless; and more

Alarm Industry News........... 14
Panasonic’s new education efforts;
DSC grows again; Philips and
Loronix pair up; and more

CCTV and the Law................ 16

Assisting the Police?
By Elliott Goldstein

Tech Tip ..ccccoveeeeeeceiieeeenee. 18
Over-the-Coax Audio

By Don McClatchie

CANASA News.....ccceeveeeeeenne. 20

The latest information from the
Canadian Alarm and Security
Association

Viewpoint.........cceveeeveennnnne 42
The Sense in Selling

By Victor Harding

CSIS/SCSI News................... 50

Getting ready for the new year and
learning to manage security

October 1999

Yy

Geared Up for Another Great Show 22

Highlights of the exciting sessions set to take place at Security Canada
Central 99, and this year’s Dealer’s Choice Awards entrants ’

30

47

Appointments............ccceuuuee 54
A rundown of who has gone where
Calendar........cccceeevvveeeeeennns 56
Product News.......cccccceuuvuveees 58
A taste of what’s new in the
Canadian marketplace
Classifieds..........cccovvuvreeeeennd 68
Advertisers’ Index................ 69
Q&A ..o 70
To Catch a Thief

An interview with Joan Feldman of
Computer Forensics




