- CCTV and the Law

A Proposal for Privat:y

A look at the content and potential implications 0
Ontario’s proposed Privacy Act

By Elliott Goldstein

Yes. The Ontario Ministry of Con-
. sumer and Corporate Relations
4 1A (MCCR)is considering the enact-
ment of a Privacy Act to govern the pri-
vate sector. The proposed Ontario Pri-
vacy Act would apply to all businesses
and not-for-profit organizations, except
government organizations covered by
public sector legislation and those or-
ganizations specifically subject to fed-
eral jurisdiction.

The Freedom of Information and Pro-
tection of Privacy Act (FIPPA) and Munic-

ipal Freedom of Information and Protec- -

tion of Privacy Act (MFIPPA) regulate
personal privacy in the public sector in
Ontario. Alberta has similar legislation,
as does the federal government.

Ontario’s Information and Privacy
Commissioner provides independent
oversight of FIPPA and MFIPPA, which
provide access to provincial and mu-
nicipal government information and
set rules for the collection, use and dis-
closure of personal information. These
Acts apply to surveillance videotapes
because videotapes fall within the defi-
nition of “record” under both provin-
cial Acts.

The proposed Ontario Privacy Act
would “increase an individual’s ability
to control whether and how informa-
tion about him or her is collected, used
and disclosed. Clear privacy rules would
also provide for the appropriate use
and exchange of personal information
by businesses and organizations.” 1

In response to the federal Personal
Information Protection and Electronic
Documents Act (PIPEDA) passed in April
2000, Ontario’s MCCR recently issued
a consultation paper. It asked questions
that focus on different approaches the
new legislation can take. 2

Canada'’s PIPEDA initially applies to
privacy in the federally regulated pri-
vate sector (for example, banking and
telecommunications) and the flow of
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commercial information across borders

(for example, between Canada and the

United States).

Beginning in 2004, PIPEDA will ap-
ply to all commercial transactions with-
in those provinces that do not have
similar legislation in place. So if On-
tario passes substantially similar legis-
lation, PIPEDA will not apply in On-
tario, hence the urgency for that province
to develop its own legislation.

PIPEDA includes the Canadian Stan-
dards Association (CSA) standard “Mod-
el Code for the Protection of Personal
Information” as a schedule in its legis-
lation. In Canada, the CSA standard has
been adopted as a national standard.
The proposed Ontario Privacy Act would
also be based on the CSA standard, as
Ontario fully endorses and supports it,
according to the provincial government.
(For a review of the standard, check out
Appendix A at the MCCR Web site.) 3

While the proposed Ontario Privacy
Actwould closely resemble the federal
legislation on the key elements of the
CSA standard, it would be drafted simi-
larly to Québec’s privacy legislation,
which was enacted in 1994. Under On-
tario’s proposed act, individuals would
be assured of three things:

* they would have greater ability to
control whether and how their per-
sonal information is collected, used
and disclosed;

¢ theywould be able to see and, if nec-
essary, correct their personal infor-
mation; and

e they would be able to file a com-
plaint if their personal information
hasbeen collected, used or disclosed
in violation of the act.

Under the proposed Ontario Privacy
Act, an individual would be asked to give
his or her consent before personal in-
formation is collected. What kind of
information an organization is asking
for and why would have to be explained

by the organization doing the collect-
ing. Consent would usually be “express.”
For example, by signing a paper or fill-
ing in an online form on a computer.
The act would only allow “implied”
consent in reasonable and obvious cir-
cumstances. For example, it would be

reasonable for a newspaper to assume

implied consent for using your home
address if you call to buy a subscription
for home delivery.

After collection, the individual could
withdraw his or her consent for the col-
lection, use or disclosure of personal
information. The implications of with-
drawing consent would be explained
by the organization to which it was
originally given. However, a person
would not be able to withdraw consent
to break a contract. For example, a per-
son would not be able to stop a lender
from using his or her personal informa-
tion in order to collect on a civil debt
that he or she owed to that lender.

The proposed act would not pre-
vent organizations from moving infor-
mation within or outside Canada. How-
ever, organizations would be required
to take reasonable steps to ensure the
provisions of the act are respected.
This might include adding provisions
to contracts to make sure the personal
information is only used for the pur-
poses identified and for which the in-
dividual gave consent.

For “law enforcement cooperation”
purposes, information can be collected,
used or disclosed without the individ-
ual’s consent. A person or an organiza-
tion would be allowed to disclose per-
sonal information to law enforcement
agencies if there are reasonable grounds
to suspect an offence. Individuals would
not be able to access their personal in-
formation if such access would place an
investigation at risk. For example, an
organization would not have to reveal
to an individual that it had provided
information to a law enforcement agency
about that individual.

Interestingly, the proposed act (like
the federal legislation) would provide
“whistleblower protection” to protect
employees who report privacy infrac-
tions from reprisal.

Compliance orders could be used to
ensure that organizations take correc-
tive action without assigning penalties
or blame. If there are reasonable and
probable grounds to believe that a vio-
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lation of the act has taken place, a com-
pliance order could be issued. '

For example, if information in the
form of a surveillance videotape was
used inappropriately or a person was
denied access to his or her own person-
al information (for example, a video-

tape of that person), a compliance or-

der might require an.organization to

do one or more of the following:

e provide the person with the surveil-
lance videotape;

e stop or change a particular prohibited
information practice (such as stop-
ping the release of surveillance
videotapes to a third party); and/or

e implement procedures to ensure
compliance with the proposed act
(such as documentation or security
measures).

Violation of a compliance order
would be an offence under the pro-
posed Ontario Privacy Act. Appeal pro-
visions would be included in the act to
enable the individual or organization the
right to appeal the compliance order.

A person subject to surveillance,
who suffers damages as a result of a vi-
olation of his or her rights under the
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~ proposed Ontario Privacy Act, could sue

in civil-courts. But persons engaged in
the enforcement of the proposed act
could not be called as witnesses in civil
actions. ¥ o

‘Elliott Goldstein BA, LL.B., is a lawyer

and visual evidence consultant based in
Toronto, Ontario. He is also'a member of
the Canadian Security Editorial Advisory
Board.

Author’s Notes

1 Quoted -from A Consultation Paper:
Proposed Ontario Privacy Act, pub-
lished by the Ministry of Consumer
and Commercial Relations, July 2000,
Government of Ontario (and repro-
duced on the Ministry’s Web site cited
below).

2 This legislation was discussed in an
earlier issue of Canadian Security. See
“Getting Personal,” April/May 1999,
page 24.

3 Web site URL www.ccr.gov.on.ca,
choose News and Publications and
then Consultation Documents, then
see Appendix A.
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