CCTV and the Law |

\Web cams in the workplace:
For security or monitoring employee performance?

Privacy Commissioner rules presence of cam

Is it legal to monitor your employ-
ees over the Internet using Web
cameras?

As far as Canada’s federal criminal
legislation is concerned, it is not a
criminal offence to conduct video sur-
veillance of your employees without
their consent. * However, privacy legis-
Jation, both federal and provincial, may
restrict or prohibit this practice. The
fact that you are using Web cameras to
transmit photos or videos over the
Internet is not a factor that affects the
legality of the surveillance.

n a recent decision?, the federal
Privacy Commissioner recom-
mended to an Internet Service
Provider (ISP) that it remove the Web
cameras from the sales/marketing and
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technical support areas of its offices. ’
The ISP, whose staff were on duty 16
hours per day during the week and 10
hours per day on weekends, installed
the cameras to monitor the perform-
ance (i.e., work habits) of its employees
when a manager was not on site. The
ISP also argued that the cameras were
needed to deter theft and harassment,
and to help manage employee produc-
tivity.

The non-recording cameras were
fixed into position with no pan or
zoom function. Notwithstanding their
low resolution, the cameras were able to
capture, in sharp focus, persons within
their field of view. The cameras were
not placed at the main entrance or any
exit from the building.

The employer posted notices advis-
ing the employees that cameras might
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eras was “stifling”. By Elliott Goldstein

monitor the area in question. After
installing the cameras, the employer
issued a policy statement on privacy in
the workplace explaining the purposes
of the cameras. Each employee signed
an acknowledgment that he or she had
read and understood the privacy policy.
Any employees who were uncomfort-
able with the idea of being continuous-
ly viewed had the option of working
behind a movable partition.

The existence of the cameras was well
known to the employees. In fact it was 2
former employee who complained tc
the federal Privacy Commission.

The Privacy Commissioner had tc
determine whether the employer hac
achieved a balance between the right tc
privacy of individuals and the employ:
er's need to collect, use or disclost
personal information. The Privac
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Commissioner considered the appro-
priateness of the employer’s stated pur-
poses (i.e., ensure security and manage
worker productivity). With regard to
the security issue, unauthorized entry
to the facility did not appear to be the
primary issue of concern since there
was no camera posted at the entrance or
exit points to the workplace.

The Privacy Commissioner was not
satisfied that the ‘employer presented
evidence that problems such as theft
and harassment were so common, and
compelling that they justified the intro-
duction of such a “privacy-invasive
measure.” Therefore, the Privacy
Commissioner concluded a reasonable
person would not likely consider secu-
rity an appropriate purpose in these
circumstances.

The Privacy Commissioner was
also concerned about the appropriate-
ness of intruding upon the privacy of
all employees just because a few
employees posed problems for man-
agement. Therefore, she considered it
unlikely that a reasonable person
would consider employee productivity
an appropriate reason to use video and
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audio surveillance.

The Privacy Commissioner com-
mented that it appeared that the under-
lying purpose for the cameras really
appear to be one of deterrence —
deterrence of theft, harassment, malin-
gering, criticism, or other behavior an
employer may not like. The commis-
sioner felt that privacy intrusive meas-
ures could always fulfill such objectives
at minimal financial cost. However the
PIPED Act demands that the cost to
human dignity form part of the equa-
tion. The commissioner was opposed
to continuous, indiscriminate surveil-
lance of employees. She felt that
omnipresent observation was stifling.

In  conclusion, the Privacy
Commissioner found that in the circum-
stances of this case she could not support
the use of cameras to monitor employees
at work. The complaint was well found-
ed and the ISP was told to remove the
cameras. The author of this article does
not know whether the ISP complied.

The workplace in question was the
offices of a private sector company, not
a retail environment (store or ware-
house). The area under surveillance
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was not open to, or frequented by, the
general public or delivery persons.
Money and inventory were not han-
dled in the area being watched.

The Privacy Commissioner’s deci-
sion was obviously based on the condi-
tions existing at the workplace in ques-
tion. So, this decision should not be
interpreted to mean that Web cameras
are illegal or that workplace cameras
are prohibited. However, this decision
is indicative of the attitude that the
Privacy Commissioner has to the mon-
itoring of the performance of employ-
ees in the workplace. %

Elliott Goldstein, BA, LL.B., is a barrister
and solicitor and visual evidence consult-
ant based in Toronto, Ontario. '

! Assuming that no sound recordings are made of

employees ‘communications — that is contrary to the
audio surveillance sections of the Criminal Code

2 PIPED Act case summary [#279] issued July 26,
2004 available from www.privcom.gc.ca.

3 The Privacy Commissioner does not have law-
ordering or law-enforcement powers. However, the
Pederal Court can be used by the person who filed
the complaint with the Privacy Commission to
enforce the Commissioner’s findings if the Federal
Court judges rule in favour or the complainant.
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